The Perils of IP in a Digital Age

Introduction
The subject of my talk today is the perils of intellectual property in a digital age.  

Now when I tell someone at a dinner party that I’m interested in intellectual property, this is typical of the kind of reaction I get. Alternatively there is the glazed eyes syndrome or the instinct to get away as quickly as possible.  But then I don’t get invited to dinner parties.  So firstly let me say thank you and congratulations to all of you for coming along on a Thursday afternoon, to listen to a talk about such an obtuse and abstract subject.

My role here is one of a seanchaí, an old Irish storyteller – though less of the old please – and the plan is to talk you through some IP stories which I happen to think matter to all of us and that we as a University need to take more notice of. IP extremism is just one of the many things we need to wake up to in the real world unless this is to be our epitaph. 
Blackboard patent
Let’s get started then with a little IP matter directly relevant to everyone sitting in this room, US Patent No. 6,988,138, Blackboard’s patent on “Internet based education support systems and methods”.
  Blackboard is the biggest supplier of learning management systems to the higher education market – i.e. systems to deliver courses via the internet.  Some of you are even familiar with Blackboard systems and some of the Blackboard people.
Well early in 2006 the company was granted this 44 part patent, items 1 and 36 being the key elements.  As to the inventions claimed in items 1 and 36, item 1, when translated from the legalese basically says Blackboard have a patent on: 

Any system of online courses which can be accessed via different computers by different users. Those people can be students, instructors or system administrators. The courses sit on a computer server and the kind of access a user gets to one or more courses depends on whether they are a student, teacher or administrator.

Item 36 when translated means: 

A community of users can use the system. Each user can have various different roles (student, instructor or administrator) and access privileges based on these roles. Courses can be put on a server and users given the requisite degree of access.

Frankly you might as well give a single publisher a patent on textbooks. Or a single tech company a patent on digital video recording – oh wait a minute, the USPO gave Burst.com that patent in September 2007. To anyone who knows anything about computers in education the BB patent is nonsense on stilts.

Nevertheless, to the mass consternation of the ed. tech. community and university administrators, in the summer of 2006 Blackboard announced that they had been granted this patent and that they were expecting it to be awarded in jurisdictions ranging from South Africa and Australia to Canada and the EU.  And that they had decided to sue a small competitor, Desire2Learn, which though small was still the second biggest supplier in the market.

Now Blackboard HQ is in Washington DC, although they have offices all over the world.  Desire2Learn is a Canadian company based in Kitchener, Ontario near Toronto.  So the obvious place for the lawsuit is the Eastern Texas District Court in Lufkin, Texas, near the Louisiana border.  Jurisdiction shopping is quite common in Internet law cases, the UK being the favoured spot for defamation cases for example, and Texas tends to be quite sympathetic to intellectual property owners.  
Sure enough in February 2008, the Texan jury awarded Blackboard $3.1 million in damages against its small competitor.  In March the judge then issued an injunction barring D2L from selling the software the jury found to have infringed BB’s patent, and ordering them to agree a royalty payment with BB so that existing D2L customers could continue to use that software.  D2L were also given 60 days to amend their software so that it would not infringe.  The 60 days ran out in June 2008.  D2L produced a new release v8.3.  BB claimed it still infringed their patent and applied to the Texas judge to have D2L held in contempt of court. The judge threw their application out in July 2008.  D2L has paid the damages and in August 2008 appealed the original jury decision
In the interim, in 2006 D2L and the Software Freedom Law Center had challenged the award of the patent by the US Patent Office, which agreed to re-examine it.  In March 2008 the USPO issued a preliminary ruling declaring the patent invalid.  Sadly for D2L this is just one step in a protracted process and has no effect on the jury award or the injunction stopping the sales or use of their infringing software.  The Patent Office rejected Blackboard’s application to block the further re-examination of the patent in August 2008 and the process is ongoing.
Sports statistics
Bear with me here.  I know some of you are not sports fans and no, this guy is not trying to get away from me talking about intellectual property. The Major League Baseball franchise claims it owns the statistics about games – how many runs, hits etc. the players make.  Sports journalists have even been ejected from stadiums for live blogging the game’s stats – copyrighted proprietary information it was claimed.  For me, sports statistics are a case study in why basic research and data should go into the public domain. When that domain remains abundant and free, invention and the arts flourish, as 19th century parliamentarian, Thomas Babbington Macaulay, and US founding fathers James Madison and Thomas Jefferson intended. When basic information – whether about the gene pool, the solar system, or sports stars – becomes fenced, then basic education and research gets impeded, for the same reason that tollbooths on the routes into towns would interfere with businesses on the high street. 

The fundamental rule should be that unless those wanting to own information can present a compelling case to the contrary, it should be free. 

There have been similar moves by the Premier League in the UK (which has also sued YouTube) to fence off statistics about their games and the simple question is: how can anyone own a collection of facts? If you can own facts then you can bend the truth about the past. You can control what people say and write about the past. If you doubt that then look up ‘The Wind Done Gone’ case on the Internet, where Margaret Mitchell’s estate, more than 50 years after her death, got an injunction against the publication of a novel telling the story of Gone with the Wind from the perspective of one of the African American slaves.  Mitchell’s racist story has a significant influence on many people’s understanding of that important era of US history and yet here was an African American woman, Alice Randall, trying to tell the story from a different point of view and being barred from doing so.  A society where facts can be owned is not the kind of society I want my kids growing up in. And going back to the MLB sports statistics they are a trivial but simultaneously serious illustration of the kind of power that unbalanced intellectual property landscapes can bestow. In an information society the information laws, intellectual property prime amongst them, are the default rules of the road. 

In fairness to the US, in the latest baseball case in June 2008, the US Supreme Court did decide the first amendment protecting freedom of expression in the US trumped the MLB and players’ IP rights. (The case is Major League Baseball Advanced Media, L.P. et al. v C.B.C. Distribution and Marketing, Inc.)
Lessig and Boyle

Thinking about this stuff can give you a headache and it helps to put this into a framework which has been conveniently provided by Lawrence Lessig, a Stanford law professor and James Boyle, a law professor at Duke University.

I include an image of my book here not just as a shameless plug and to note that I cover some of these stories in the book but because my publisher got very nervous about some copyright dispute stories I tell in the book about the Lord of the Rings and Harry Potter books. The Harry Potter and Tolkien people were actually very helpful but I’m not allowed to tell you that officially because they absolutely can’t be assumed to be endorsing my book – which they don’t – but the very fact I was communicating with them made my publisher nervous.  So we need to note that there is heavily risk averse culture in the publishing and education sectors when it comes to IP which can have a chilling effect.
Incidentally if you’re interested in getting free copy of my book whilst simultaneously helping a good cause, the Open Rights Group are giving away 5 copies this week to the next five people to sign up to support them with £5 per month.

Anyway, getting back to Lessig, he suggests that the Internet and related technologies triggered an innovation revolution – everything from the WWW and Google to Amazon, YouTube, Facebook, Napster and even Blackboard and Desire2Learn.  Established commercial interests, including for example the entertainment industries, felt threatened by this revolution and acted to protect their interests through what Lessig calls a counter revolution, the tools of which were 

· The law

· And technology

The theory was that by expanding IP laws and building barriers into the technology, control of the new world by the old could be maintained and even strengthened, leading to a concentrated control of knowledge resources in the hands of a few large commercial entities.

James Boyle calls it a “second enclosure movement”.  But this time it is not the grassy commons of olde Englande that is being fenced off by the feudal lords.  It is an enclosure of the “commons of the mind”. Now I realise you need some evidence for this so here’s where I return to seanchaí mode.
Silence!

A copyright lawyer will consider it perfectly reasonable to sue somebody for infringing the copyright in silence. It has happened.  Well almost – the case was settled out of court.  The rules of intellectual property say that if someone holds the copyright in a piece of music and someone else copies that music without permission they are breaking the rules.   If someone is breaking the rules, the lawyer wants to protect the interests of their client… 
In 2002 music producer Mike Batt included a minute’s silence in a CD by a popular classical music group called the Planets. He gave it the title ‘A One Minute Silence’ and in a tribute to the late John Cage, who had composed a piece in the 1950s called 4’ 33” silence (for any instrument or combination of instruments), suggested it was composed by ‘Batt/Cage’ on the CD packaging.
This was the cue, after the album had proved very successful, for m’learned friends, lawyers representing John Cage’s estate and publishers, to contact Batt over the matter of infringing their clients’ copyrights. In 1993 Frank Zappa had recorded an authorised version of 4’ 33” silence, for which he paid royalties, on an album in tribute to Cage.  So the lawyers had previous custom and practice to guide them too.
The case was settled out of court for an undisclosed fee, reputed to be tens of thousands of pounds.  Afterwards Batt registered the copyrights in every period of silence between 1 second and 10 minutes and jokingly threatened to sue anyone performing Cage’s work who under-runs or over-runs the 4’33” in their performance.

Digital fences and laws

The US Digital Millennium Copyright act of 1998 and the EU copyright and related rights directive of 2001 were both the product of successful lobbying by the entertainment industries.  They make it illegal to bypass “technological prevention measures” (TPMs) also sometimes called “digital rights management technologies”, DRM. Most legitimate commercial DVDs, for example, now come with built in drm – digital locks or digital fences if you like – which mean they can only be played on DVD players approved by the US film industry.  The DMCA and the EUCD make it illegal to bypass these digital locks/fences. They make it illegal to tell anyone how to bypass these locks and even following the seminal case of Universal v Corley to tell anyone where they might find out how to bypass these locks.
Think about that for a minute and compare it with physical property.  We do have laws of trespass but none making it illegal to climb over a fence.  Yet in the digital context even if we have the right to access the digital file behind the digital fence we have no right to climb the fence to get at it.

Now the digital fences or security built into DVDs was called a “Content Scramble System” or CSS.  And in 1999 three techies discovered it wasn’t a very good system and produced a small program to bypass it, called DeCSS. One of the three, Norwegian teenager, Jon Johansen, then put this DeCSS code on the Internet, where lots of people picked it up.  At which point senior executives in Hollywood went into overdrive and demanded that this 15 year old be jailed.  The Norwegian authorities duly obliged and raided his home at night hauling him and his dad off for questioning and subsequently prosecuting him under the Norwegian criminal code.  In a process that lasted 5 years and two trials DVD Jon, as he became known, was found not guilty of any crime.  The only thing he could be proved to have done was release the code on the Net – not a crime in Norway, at least at that time – and to use the code to bypass the CSS digital lock in order to view a DVD he had legitimately purchased on a Linux computer i.e. a device not approved by Hollywood for viewing their DVDs.  Fortunately for DVD Jon, under Norwegian law it is not a crime to break into your own property.

There were several court cases in the US which arose from people using and distributing the DeCCS key to this particular digital lock, one of which was Universal v Corley, already mentioned where the editor of the Hacker 2600 magazine was prosecuted for printing the illegal DeCSS code and pointing to websites where it might be found.  Contrary to the usual courtroom legalese Judge Kaplan’s rulings in the case make very accessible and often entertaining reading – the fun bits being where he saw clean through the publicity seeking tactics of both sides in the case.  And I recommend you look them up on the net if you’re interested in the case.
The DMCA law and the bypassing of digital fences become much more serious though, in the case of Dimitri Sklyarov, a young Russian PhD student and programmer.  Sklyarov wrote a program in Russia to bypass the digital fence on an Adobe eBook.  Not only was it legal to do so in Russia, it was a positive requirement of Russian law that electronic files must be accessible in order that back up copies could be made and retained.  But Adobe were not very happy. In the summer of 2001 Sklyarov flew to the US to give a paper at a security conference, explaining the flaws in the security of Adobe’s digital fence and describing his program. The paper was entitled eBook Security Theory and Practice – how scary is that? After he gave his paper and because of a formal complaint by Adobe, he was picked up by the FBI and subsequently locked up for about a month, whilst the authorities decided what they should do with him.  Adobe got a huge amount of negative publicity and decided to drop their formal complaint but the Department for Justice decided there was still a case to answer and only released Sklyarov on condition he would stay in the US and not flee home to Russia.  Sklyarov did not get home to his young family in Russia until January of 2002, and then only after he agreed to come back to the US to testify in a case the Justice Department decided to pursue against his employer Elcomsoft for whom he had written the dangerous program.  That case was thrown out by a jury about 12 months later.
But we had got to the point with intellectual property laws where students could be locked up in a foreign land for pointing out that someone was using lousy security.

And it wasn’t just dodgy communists who were at risk in the land of the free but also highly respected professors at Ivy league universities.

That same summer Princeton professor of computer science, Edward Felten, took up a worldwide challenge issued by the music industry the previous year.  The industry was so confident in the power of their new ‘Secure Digital Music Initiative” or SDMI digital watermarks that they openly invited hackers and anyone else in the world who wanted to give it a go to try and crack them.  It didn’t take Felten and his students too long to find out that the security wasn’t very good and he prepared to present a paper on his findings, having opted out of claiming the prize money offered by the industry which would have meant keeping his research confidential.  The industry, however, threatened to sue him and the organisers of the conference where he was scheduled to deliver the paper and also reminded him that he was leaving himself open to criminal liability.  Felten withdrew the paper because he didn’t want to expose his students or the organisers to the risk.
In an epilogue to the Felten story, two years later one of his students, Alex Haldermann found himself on the receiving end of similar threats from SunnComm which made copy protection digital fences for music CDs.  Haldermann had discovered that you could bypass that particular digital fence by holding down the shift key on your computer.  The company having just launched this super secure new copy protection product threatened to sue him for $10 million in damages but backed off in the end because of the negative publicity.
Again think about that.  The shift key on your computer is a ‘circumvention device’, potentially illegal under US and EU law.  On a technicality it turns out not to be illegal but it could have been and a student was nearly on the receiving end of a $10 million lawsuit for telling people.

Two further years later in 2005 the Sony BMG music CDs (drm rootkit) fiasco hit the collective consciousness of those of us who follow these things.  Sony BMG music CDs came with copy protection software which exposed anyone who played them on their computer to serious security and privacy risks.  Sony issued a security patch for people to fix their computers but that made the problem worse.  In the end numerous class action lawsuits were filed against Sony BMG, they recalled all the CDs with the problem and agreed to some form of compensation for thousands of people.
  Felten and Haldermann have written one of the definitive analyses of the story.

Getting back to our old friends Blackboard, and continuing with the educational flavour of the impact of intellectual property, I draw your attention to the case of Billy Hoffman and Virgil Griffiths.
  In 2003, these two technology students decided to take a look at Blackboard’s campus ID card security system.  And you guessed it; they found it wasn’t very secure. In the spirit of Ed Felten before them they prepared an academic paper on the subject and planned to present it at a conference.  Blackboard rolled out the lawyers and not only did they get a restraining order blocking the presentation but pursued the students with threats of criminal prosecution.  In the end the students agreed to apologise for doing the research and sign a legal undertaking to never again attempt to engage in “any transaction designed to better understand or determine how” the Blackboard system works.  Pause there again… two technology students agreed never again to attempt to understand a piece of technology.
The other thing about digital technologies with these drm (digital rights management) digital fences in them is that they come with EULAs – end user licence agreements.  Like the one that came with the first edition Adobe ebook version of Alice’s Adventures in Wonderland.  The licence read and I quote: “This book may not be read aloud.”  It is idiotic and most people won’t read it let alone pay attention to it but the ridiculous overreaching claims of software licences are frequently upheld in court.
Moving onwards to 2004 and a little dispute Apple had with RealNetworks.  Real released some software called, ironically enough, “Harmony” which enabled Apple iPod owners to buy music from Real which would play on the iPod.  Up to that point the only music that could be legitimately purchased for the iPod was from Apple’s iTunes store.  Apple went berserk and accused Real of engaging in the “tactics and the ethics of the hacker to break into the iPod” and breaching the DMCA and other laws.  Just a quick show of hands – how many people here today have iPods?  How many people noticed RealNetworks breaking into their iPods?  Nobody?  Not surprising really is it? By the way, as an iPod owner you are almost certainly a law breaker.
There was no subsequent court case but there did follow an arms race whereby Apple updated their software so that iPod owners who had bought songs from Real couldn’t play them or buy any more songs from Real.  Real upgraded their software to allow for interoperability again and so it went on.  There have been similar shenanigans in recent years relating to the iPhone and the iPod Touch.

If we had bought a record player in the 1970s and the shop owner told us it would only play LPs purchased in his shop, we’d have laughed.  But a similarly restricted product in the digital age is somehow acceptable.

A sobering indication of the problems this can cause was witnessed in recent months by an acquaintance of mine.  He was in a major electrical retail store and heard a stand up row between a customer and members of staff.  The gist of it was that his little girl, who stood by crying whilst he shouted at the staff, had saved up her pocket money for months to buy an iTunes gift card.  But when she chose her music at iTunes it would not play on her MP3 player.  

This would have been due to the drm digital fences employed by Apple or the company that manufactured the little girl’s MP3 player.  

The row resulted in security staff being summoned and the customer being physically ejected from the shop as his tearful daughter looked on in some distress.  Definitely not funny.
Peer to peer networks

Ever since Napster appeared on the scene in 1999 the entertainment industries have been hugely concerned, understandably so, about the amount of illegitimate file sharing that goes on, on peer to peer networks – Napster, KaZaa, Limewire, eDonkey, BitTorrent, Morpheus and Grokster, for example.  The Industry sued the original Napster out of existence but Morpheus and Grokster successfully defended themselves all the way to the US Supreme Court, where they eventually lost in 2005. 

This was a surprise for many legal commentators who thought that the Supreme Court precedent from the 1984 Universal v Sony case would protect the file sharing companies.  The Sony v Universal case was the definitive copyright dispute over video cassette recorders and the Court held that the technology could not be illegal if it had substantial non infringing uses, which it was fairly obvious the VCR had – e.g. time shifting programmes to enable the viewer to watch them at a more convenient time.  It’s also fairly obvious that there are many legitimate uses for file sharing networks which don’t involve copyright infringement.  But in 2005 the court held, in a new test, that Grokster were responsible for inducing copyright infringement – encouraging their users to engage in copyright infringement; and they lost.  The court never even got round to considering the substantial non infringing uses test.
If you visit Grokster now you get a threatening message from the music and movie industries telling you the Supreme Court said Grokster was illegal and that 

“There are legal services for downloading music and movies.
This service is not one of them. 

YOUR IP ADDRESS IS 82.24.170.84 AND HAS BEEN LOGGED.
Don't think you can't get caught. You are not anonymous. 

In the meantime, please visit www.respectcopyrights.com and www.musicunited.org to learn more about copyright.”

This leads us neatly back to Blackboard again and the deal that they agreed with the US Copyright Clearance Center in 2005.  Because it is possible to track what people do on the Net it is becoming the default mode of operation for commerce and governments.  In this instance Blackboard integrated a copyright clearance tool into their course management system, so when an “instructor” – remember to get that terminology correct – posts material on Blackboard, it can be sent off to the Copyright Clearance Center automatically. There it is checked for permissions to use and the instructor’s university automatically charged the requisite licensing fee.
It sounds like a good idea on the surface. University instructors and administrators don’t have to understand the intricacies of copyright law or go through the complicated process of applying for permission to use different materials.  It all happens automatically.  Copyright clearance works smoothly and everyone is happy.  Except that it ignores the question of whether we should be asking for permission at all.  Most copyright statutes have a “fair use” or “fair dealing” provision facilitating the making of multiple copies of copyrighted works for educational purposes.  So you don’t need to ask permission.
But in the new digitised university context we go from “fair use” to “fared use”.
  Every use of materials is checked and controlled because it can be.  The university mindset moves to one of freedom to ask permission, rather than freedom to use granted by law, without the requirement to ask permission.  For the wealthy universities maybe that’s ok because they can afford the fees but what about when a teacher wants her students to look at the internal workings of the Blackboard campus ID card; or documents associated with a litigious religious sect; or the internal documents of a voting machine manufacturer suggesting their machines are not very secure?  Do we get automated clearance or automated censorship?
Gowers Review
At the end of 2005 Gordon Brown asked Andrew Gowers to conduct an independent review into the UK Intellectual Property Framework. The Review was published on 6th December 2006.
You can see some of the key recommendations on the slide but the thing to note is that Gowers did something unique in the annals of IP policymaking.  He actually took an economic perspective and suggested that changes to IP law should be supported by evidence.
That might seem strange to say it is unique to require evidence but the history of IP policymaking is dominated by the very effective lobbying of the large and well organised commercial IP holders such as the entertainment, software and pharmaceutical industries.  In the US for example whenever a new innovation or competitor comes along that potentially threatens major established commercial interests, those interests get together, negotiate a deal that suits them, get their lawyers to draw up a bill which gets handed to Congress, where is passed into law. This process is documented in detail in IP law scholar Jessica Litman’s terrific book, Digital Copyright. Between 1960 and 1998 for example the term of copyright in the US was extended 11 times, on each occasion when Mickey Mouse was about to fall into the public domain. And the latest piece of IP industry legislation, the Prioritizing Resources and Organization for Intellectual Property or PRO-IP Act, was signed into law by President Bush last week.  It creates an IP Czar who will report directly to the president and a new DOJ section to deal with suspected IP transgressions. The Enforcement of Intellectual Property Rights Act is following close on its heels.
In the UK the music industry in particular has worked quite hard through a protracted PR campaign and lobbying efforts to sideline some the Gowers proposals; as they particularly did not like his categoric recommendation that there was absolutely no economic justification for the extension of the copyright term in sound recordings. They have been fairly effective in that regard as EU internal market commissioner Charlie McCreevy has announced his intention to ensure such a term extension at EU level, meaning the UK would have to implement it anyway in spite of Gowers.

The entertainment and other IP industries more generally were also rather disturbed by the notion that IP policy should be informed by independently derived empirical evidence rather than carefully constructed lobbyist and PR claims of how much these industries would lose if their required changes to the law were not implemented – one of the ways Commissioner McCreevy was convinced that an extension of copyright term was required.

You see policymaking in this area is about influencing the decision makers not about evidence.  Whether it is dealing with copyright in education, gene patents or software patents, trusted computing or network architectures the trick is to get the laws tailored in your own commercial interests.  If you can’t get it done domestically, then head off to the EU or the World Intellectual Property Organisation in Geneva, or international trade agreements like the forthcoming ACTA or the World Trade Organisation or its predecessor the General Agreement on Trade and Tariffs which produced TRIPS.  In the case of the DMCA – thou shalt not bypass a digital fence – legislation, even Congress balked at passing that in the early to mid 1990s.  Undeterred, however, US commissioner of patents Bruce Lehman headed off to the World Intellectual Property Organisation (WIPO) where he had a lot of influence at the time and negotiated the 1996 WIPO copyright treaties to which the US became a signatory.  He then went back to Washington and informed Congress that they had an international obligation to pass laws they had already rejected.  The context had changed by then as the World Wide Web had reached public consciousness and the US Congress was ready to pass virtually any law that purported to protect US intellectual property interests against the hordes of the mass unwashed on the Internet.
So it seems it is destined that the substantive recommendations on requirements for economic evidence from the Gowers review will get buried in the blizzard of EU lobbying and policymaking.  IP policy tends to get set by the US and EU and at international rather than domestic level.

But the current head of the UK Intellectual Property Office, Ian Fletcher whom I met earlier this year, is determined to pursue a substantive process of evidence based policymaking on intellectual property.  And the UK's 'Strategic Advisory Board for Intellectual Property', which Gowers recommended be set up, formally came into being in June 2008.  This board is charged with commissioning substantive, well researched, independent, empirical economic and social studies to inform IP policymaking in the UK.  So the signs are actually quite positive here in the UK.
But getting briefly back to the US and peer to peer networks, the signs are not necessarily so positive.  The music and movie industries have tracked and threatened tens of thousands of P2P file sharers all over the world.  In the autumn of 2007, one single mum, Jammie Thomas who had unwisely decided to go to court had damages of $222,000 awarded against her for sharing 24 songs.  If you do the maths, that’s $9,250 per song.  The industry suggested she got off lightly - since the statutory limit is $150,000 per song, she could have been down $3.6 million and one of the jurors actually demanded that as a punishment.  Ms Thomas is appealing the ruling on proportionality grounds and last month the judge admitted he made a technical error in directing the jury – he had instructed the jury that merely offering a work on a p2p network is in itself copyright infringement but now has agreed that without actual distribution no infringement has happened - and granted Ms Thomas a new trial.  He also stated that the damages awarded by the jury were disproportionate to the size of her offence and that Congress should review the copyright statutory damages rules.  The RIAA were not happy.  So the case is ongoing.  I suspect it is unlikely Ms Thomas is going to get away from having to make substantial payments to lawyers and the industry however. 
The RIAA btw are not only going after individual file sharers but have recently sued one of the few lawyers in the US prepared to defend them, Ray Beckerman, declaring him to be a ‘vexatious litigator’ who outrageously blogs about his cases.

Gaming company Topware successfully sued a single mother, Isabella Barwinska, in the UK to the tune of £16k in August 2008 for copying Dream Pinball 3D via P2P.  Their lawyers claim it was downloaded 12000 times in the two weeks after it was released and they only sold 800 legitimate copies.  The company has applied to the High Court for the identities of 25,000 P2P users who they are planning to send threatening letters to demanding £300.  The first 500 to refuse earn themselves a lawsuit of the calibre of Ms Barwinska’s.  So if any of your kids are running unauthorised copies of Dream Pinball 3D…
In the EU generally the music industry were slower to start chasing individuals because they were wary about the PR implications but the process of going after individuals is now well underway. Except that EU courts have been generally less willing to process such cases as efficiently as the US system.  ISPs, supported by the e-commerce directive, can issue takedown notices for allegedly defamatory or copyright infringing material but this is not really scalable. Another option is for the ISPs to share anonymised logs but music companies can do that anyway. The most useful thing that ISPs can do for the music labels is to link an IP address to an individual ISP subscriber. The Totalise v Motley Fool Internet defamation case in 2001 made it legitimate for an ISP to reveal personal information in this way despite arguably contravening section 35 of the Data Protection Act and many ISP's own privacy policies. The automatic rubber stamping of the revelation of personal data allowed under the DMCA in the US is arguably not permissible in the EU (see the Sheffield Wednesday case from 2007 where the UK High Court ruled that comments made on a fan's website, though technically defamatory, were still sufficiently trivial that they did not merit invading personal privacy to the extent that the club's directors should be allowed to access the identity of the 7 individuals making those comments.) In Canada the situation is similar to the EU where, in 2004, the Canadian federal appeal court refused to allow the music industry access to the identity of ISP customers suspected of engaging in copyright infringement.

But the disclosure of identity is just the first step in the process of going to court or issuing a cease and desist threat. This takes time and money and is not streamlined and it can lead to lots of embarrassment as we have seen in the US where 8 year olds and dead people get threatened and sued. These kinds of cases are very visible and not good public relations for the industry. So the music industry in particular would prefer a simple notice and disconnect model instead of a difficult, time consuming, costly, transparent and public process.

However, they need all the ISPs to agree or it is no use and sure enough in July 2008 they reached a government brokered deal with the UK’s six biggest ISPs.  Unfortunately within days both sides were squabbling about what the deal actually meant. It seems that the ISPs are going to send out hundreds of thousands of letters to customers warning them about copyright infringement.  And the government is consulting on legislation to deal with illegal file sharing which will be brought in if the industries can’t get their voluntary agreement operating to the satisfaction of both sides. There are a number of possible shapes for this including following the French 3-strikes approach – suspected infringers get a warning, then a short suspension if they continue to be red flagged then they’re off the Net for good.  This process trips over all kinds of legal difficulties which government officials have informally pointed out is one of the reasons they are desparate for the voluntary disagree… I mean agreement to work.
[If we withdraw access to the Net from a large number of people in the UK (and 6 million plus are considered to be engaged in copyright infringement via the Net in the UK alone), should such withdrawal be by a closed industry procedure? Practical considerations mean that for the scheme to be workable on the part of the ISPs it would have to be automated and internal to the ISPs. No impartial process or judge would be overseeing it (as is happening in the French case). But we have to realise that ISPs are not Net police but service providers. They are not set up for policing. In court copyright infringement would have to be increased to the standard of a criminal infringement because withdrawal of access to the Internet feels very much like a criminal sanction.

In addition there is a presumption of guilt not innocence. The person linked to the IP address identified as an alleged source of infringement is automatically assumed to be guilty and has the burden of proving their innocence. There are a large number of ways that people might be wrongly accused - there are a lot of reasons why the person linked to the IP address - i.e. the formal ISP subscriber - might not be the infringer. It could be other family members or their friends or others accessing open wireless access points (wifi piggybacking), or trojans enabling remote control of that machine.

There should be an absolute commitment to starting with a presumption of innocence rather than a presumption of guilt by an industry with an economic stake in an outcome whereby someone is held responsible.

Will legal access be available to the accused? Or does someone have to be cut off first? Article 6.1 of the European Convention on Human Rights (ECHR) and every substantive international human rights instrument guarantees the right to due process. Is access to the Net itself a basic human right? Article 36 of the ECHR would suggest so or at least it is very close. The French scheme is better than an unmediated scheme since it allows for the access to an independent tribunal with the oversight of a judge.

Even if we could overcome these problems, there is a serious legal question about whether a 3 strikes law is a proportionate response to the specific problem. According to the recent Promusicae case in the European Court of Justice
 the rights of the music labels to protect their copyrights must be balanced with the basic human rights of users of the Net. Having access to the Net is now a basic part of nearly everyone's life in the developed world and it relates to basic rights to

· free expression

· freedom of association

· education

· and employment

and the ECHR and every other serious international charter of rights says that if a law is not proportionate it is not legal.
Even with the legitimate aim of defending or protecting copyrights, the ECJ clearly instructed member state governments that they are not to endanger human rights or proportionality. Professor Lilian Edwards of Sheffield University actually thinks that this part of the decision was a clear dicta from the court aimed directly at the kind of 3 strikes notice and disconnect schemes the French have implemented and others are considering; including it seems the EU Council where there have been sustained efforts to sneak the measure through, hidden in the massively complex telecoms package directive..]

In conclusion…

So where does all this story-telling and analysis get us?  Well more or less to the tip of the iceberg and here are a selection of other important and interesting cases which I haven’t had time to get round to today.

Microsoft gets a slide of its own because the company managed to get convicted of monopolistic practices on both sides of the Atlantic.  And although the cases are technically about antitrust laws they are substantially about using technology to lock customers in and lock competitors out.  This brings us back to our IP gurus Boyle and Lessig.  I recommend you take a look at some of their talks widely available on the Net.  This one from Boyle at Google just before Christmas 2006 is entertaining and pretty much tells you everything you need to know about US intellectual property policymaking and why it is the way it is in half an hour.
So is Boyle right about a second enclosure movement? An enclosure of the commons of the mind? And what about Lessig who claims the counter-revolution of established commercial interests is succeeding?  That’s for you to decide but I hope I’ve whetted your appetite with an interest in the issues, which generally float unnoticed well out of reach of most ordinary people’s cognitive radars, unless or until you find your iPod doesn’t work the way you might expect or Windows Vista says your licence has expired and you need to contact Microsoft about getting your computer to work again.

In addition if a small number of entities are going to take control of the information society does it mean that this kind of political commentary will be a thing of the past:

Cue Bush Blair Endless Love.  And Bush is a funny man.

And I think we’ll leave it at that.
� See � HYPERLINK "http://desire2learn.com/patentinfo/" ��http://desire2learn.com/patentinfo/� and � HYPERLINK "http://www.blackboard.com/patent/FAQ_013107.htm" ��http://www.blackboard.com/patent/FAQ_013107.htm� and � HYPERLINK "http://b2fxxx.blogspot.com/search?q=Blackboard" ��http://b2fxxx.blogspot.com/search?q=Blackboard� 


� Sklyarov is not the only person jailed for allegedly breaching US intellectual property laws.  Petr Taborsky went to jail for taking out three patents on his own ideas. They related to a corporately funded project at the University of South Florida where he was a student and a laboratory assistant.  The project was abandoned but he continued to think about the problems involved as part of his master’s thesis. He was convicted of stealing trade secrets (in the form of his own notebooks) in 1990 and the patents violated the terms of his suspended jail sentence. When the media became involved the Governor of Florida offered Taborsky a full pardon.  He declined the pardon on principle saying it would have involved him accepting he had been guilty of some criminal wrongdoing.


� See for example the EFF’s FAQ on Sony BMG settlement at http://w2.eff.org/IP/DRM/Sony-BMG/settlement_faq.php#0


� EdwardW. Felten and J. Alex Halderman. Digital rights management, spyware, and security. IEEE Security and Privacy, January/February 2006.


� Jennifer Jenkins Blackboard Erases Research Presentation with Cease-and-Desist, TRO, September 30, 2003, http://www.chillingeffects.org/weather.cgi?WeatherID=383 





� Tom W. Bell, Fair Use Vs. Fared Use: The Impact of Automated Rights Management on Copyright's Fair Use Doctrine, 76 N. Carolina L. Rev. 557 (1998)


� At � HYPERLINK "http://recordingindustryvspeople.blogspot.com" ��http://recordingindustryvspeople.blogspot.com� 


� You can see my take on this case from January 2008 at � HYPERLINK "http://b2fxxx.blogspot.com/2008/01/ecj-rules-privacy-trumps-copyright.html" ��http://b2fxxx.blogspot.com/2008/01/ecj-rules-privacy-trumps-copyright.html� 
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